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February 28, 2024

InfraShutdown: Anonymous Sudan
Partners With DDoS-for-Hire Operator

Background

Anonymous Sudan joined the global threat scene in January 2023 when they attacked Denmark
and Sweden, claiming to be pro-Muslim hacktivists operating from Sudan. Some believe
Anonymous Sudan to be a black flag operation run by the Russian government, while others
believe they were originally pro-Islamic hacktivists operating from Sudan. In last year’s Global
Threat Analysis Report, we referred to Anonymous Sudan as the rebel with too many causes,
claiming distributed denial of service (DDoS) attacks driven by religion (pro-Islamic), by politics
(pro-Sudanese and pro-Russian) and financial gain (extortion DDoS and stresser
advertisements). This random behavior became most prominent in the second half of 2023,
during which the overall activity of Anonymous Sudan slowed considerably. Now, in 2024,
Anonymous Sudan is back on the forefront with an announcement that cannot be ignored.

Anonymous Sudan still regularly made headlines in the second half of 2023 by targeting and
disrupting high-profile online services. Microsoft, X, OpenAl and others became a target of
Anonymous Sudan and suffered interruptions to some extent. When Anonymous Sudan first
appeared on the stage, it was an unknown entity until it attacked a common enemy of the
enigmatic Russian hacktivist group Killnet and was inaugurated in the Killnet cluster by former
Killnet leader KillMilk. Leveraging the Killnet brand to lift itself out of anonymity (pun intended),
Anonymous Sudan quickly became a force to reckon with.

In the first few months of 2023, Anonymous Sudan’s primary tactic was Web DDoS attacks from
public cloud servers, hiding attack sources behind and across thousands of HTTPS/SOCKS
proxies. After the attacks on Denmark, Anonymous Sudan’s IBM/SoftLayer Cloud servers were
flagged for abuse and taken down. Anonymous Sudan continued its attacks after its servers
were taken offline, most probably migrating their operations to a bulletproof! cloud provider.
Attacks from Anonymous Sudan were characterized by Web DDoS attacks combined with
alternating waves of UDP and SYN floods. Attacks originating from tens of thousands of unique

1 Hosting services that offer anonymous secure dedicated servers, virtual private servers and domains,
without restrictions on content and activities. Operators of bulletproof services ignore abuse and
takedown requests.
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source IP addresses and UDP traffic reaching up to 600 gigabits per second (Gbps) while
HTTPS request floods reached in the several million requests per second (RPS).

In the second half of 2023, Anonymous Sudan leveraged the SKYNET/GODZILLA botnet to
perform attacks against Microsoft, X and OpenAl (ChatGPT). In the posted claims on Telegram
for the attacks, Anonymous Sudan added the footnote that these attacks were performed with
the SKYNET botnet. The SKYNET/GODZILLA botnet rents its infrastructure for DDoS attacks
and provides a combination of Web DDoS, volumetric attacks (UDP Frag and UDP
Amplification), TCP SYN and SYN-ACK. Through the dstat Linux command?,
SKYNET/GODZILLA demonstrated 40Gbps for L4 TCP attacks and over 200Gbps for UDP
attacks, while Web DDoS (HTTPS) attacks leveraging proxies had a potential of 15 million RPS.
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Figure 1: Pre-announcement and announcement of the InfraShutdown service (source: Telegram)

On February 24, 2024, Crush, the leader of Anonymous Sudan, announced a new DDoS
service named “InfraShutdown,” labeling it as “the pinnacle of bullet-proof cyber dominance,”

2 The dstat command in Linux provides statistics from system components such as network connections,
10 devices, CPU, ... Dstat servers office free L3/L4/L7 dstat statistics to DDoS-for-Hire operators to check
the power of their booter or stresser services.
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offering DDoS attack campaigns tailored to the needs of its global clientele with military-grade
privacy. This supposedly new DDoS-for-hire service was described as “specialized in nation-
state level disruptions, targeting critical infrastructures, financial system, and telecommunication
networks” in an announcement forwarded by the @InfraShutdown Telegram channel that was
created on February 24, 2024, coinciding with the date of the announcement.

Infrashutdown &
&7 Introducing Infrashutdown: The Ultimate DDoS-for-Hire
Revolution &

-~

InfraShutdown emerges as the pinnacle of bullet-proof cyber
dominance, offering bespoke Distributed Denial of Service (DDo5)
campaigns tailored to the unique objectives of our global clientele.
From government agencies to private entities to individuals, our
services are designed to deliver unparalleled digital disruption across
a multitude of sectors with ZERO limits and military grade privacy.

#7 0ur Expertise Unleashed:

=

@ Global Dominance Operations: Specialized in nation-state level
disruptions, targeting critical infrastructures, financial systems, and
telefcommunication networks to assert geopaolitical influence or |
reach other goals.

Corporate Warfare Tactics: Level the competitive playing field |
with strategic disruptions against market competitors, safeguarding
your market position and disrupting rivals' digital operations.

W Sector-Specific Assaults: From educational institutions to
healthcare systems to datacenters, deploy targeted attacks to
disrupt operations or influence sector-specific outcomes limitlessly. |

y@ Customized Campaigns: Tailored precisely to your needs,
whether it's a personal vendetta, a political statement, or a strategic
business mowe, small or big.
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‘-’,"fwhat Sets InfraShutdown Apart?

#4 Proven Power: Our track record speaks volumes. We've
successfully disrupted I5Ps with millions of IPs across Chad, Uganda,
Poland, Israel, South Africa, Djibouti, and beyond. Additionally, major
universities, data centers with top-tier anti-DDoS, and giant L7 sites
have all felt the impact of our sweeping expertise and this is only the
tip of the iceberg,

e Privacy & Security: Engage with us, and your operations stay
under the radar. We guarantee the utmost confidentiality and
security, making every campaign private, secure, and untraceable.

48 Unseen Flexibility: From budget-friendly skirmishes to record-
setting terabit assaults, our flexibility caters to any scale and budget.
COur operations have historically bypassed the strongest anti-DDoS
defenses, demonstrating our unigue power in all of Layer 3, Layer 4
and Layer 7 attacks.

fﬁ Engage with InfraShutdown Team:

Ready to redefine the rules of engagement in the digital realm?
Infrashutdown invites you to explore the full potential of cyber
warfare, tailored to your strategic objectives. Our team of experts is
at your disposal to craft a campaign that not only meets but exceeds
your expectations.

&2 @Infrashutdown_Bot B4
B @Infrashutdown_Bot B4
&2 @Infrashutdown_Bot B4

* Your Ambition, Our Bottlefield. Let's command the future of digital
dominance together. ® 178K editec -

Figure 2: InfraShutdown service announcement (source: Telegram)
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An Exclusive Service

New subscribers are asked to provide visual proof of their crypto balance. No proof, no
admittance. Typical booter and stresser services are very lenient in their terms for users to
subscribe and openly advertise their (cheap) prices on Telegram. It looks like InfraShutdown is
attempting to create an exclusive offering, targeting a market with very specific needs and a
requirement for more serious attack power.

@InfraShutdown Support.

1. Prove your funds by screenrecording/screenshotting your crypto
wallet alongside this chat.

2. Describe your needs in details so that we can give you the best

tailored DDOS campaign. |
o 3. Time-wasters will be blocked immediately.
— il

Figure 3: Requirement to provide visual proof of funds in a crypto wallet to join the service (source: Telegram)

Promotion

Through its Telegram channel @xAnonymousSudan, which reaches over 55,000 subscribers as
of February 28, 2024, Anonymous Sudan promotes the new service through advertisements
and by claiming denial of service attacks against highly visible and public targets. Note that the
original @AnonymousSudan channel reached over 120,000 subscribers before it got banned,
forcing the group to start anew with an alternative channel named @xAnonymousSudan.

Anonymous Sudan - @InfraShutdown
All our previous successful attacks were completely carried out
with @Infrashutdown record-breaking DDOS infrastructure.

All future attacks will also be carried out through our partner's
new upgraded DDOS infrastructure

£ JOIN NOW ¢

=» @InfraShutdown <<
=» @InfraShutdown <<
=> @Infrashutdown <<

D Leave a comment >
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Figure 4: Advertising the services of InfraShutdown on its Telegram channel (source: Telegram)

On several occasions, Anonymous Sudan invites journalists to get in touch to receive early
notifications of future attacks, describing the potential relation as a “cooperation.”

—— =

Anonymous Sudan - @InfraShutdown

If any journalists wish to contact us, we can cooperate and give
you an early notification of our future attacks, contact us
@AnonymousSudan_Bot

Backup @xAnonymousSudanx
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Figure 5: Inviting journalists to get in touch to receive early notification of future attacks (source: Telegram)

On other occasions, Anonymous Sudan was seen publishing positive “customer” reviews
following InfraShutdown campaigns.

Anonymous Sudan - @InfraShutdown
Forwarded from Infrashutdown &) |

payrnet Sent

¥ Happy @Infrashutdown client, he has successfully shut down
EthioTelecom, the sale Telecom Company in Ethiopia, using our
Services.

Figure 6: Positive feedback from a happy InfraShutdown “client”

In the days leading up to and following the announcement, Anonymous Sudan claimed attacks
on several highly visible targets in multiple countries that were followed by proofs of impact
based on messages in social media and industry-accepted sources that monitor network
reachability and availability.
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4 Intreducing InfraShutdown: The Ultimate DDoS-for-Hire Rev...
TL:DR We are releasing a revolutionary DDoS for hire company... our E
power (and more} which has shut down dozens of infrastructures | |
and internets is now publically available @Infrashutdown

|
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Figure 7: Advertising the services of InfraShutdown on its Telegram channel (source: Telegram)

In the last couple of days, several entities have reported disruptions after Anonymous Sudan
claimed DDoS attack campaigns targeting them, including a hospital in North America, a
university in the United Kingdom, two mobile providers in Israel, two satellite communication
providers in the United Arab Emirates, a mobile provider in Egypt and several Israelian
universities.

Reasons for Concern

Given the track record of Anonymous Sudan, this announcement should not be ignored, and
InfraShutdown could become a serious threat to the infrastructure of nations and organizations.
It is still unclear whether the new service is an evolution of the SKYNET/GODZILLA service or a
breakup from the former, introducing the underground to a new potent DDoS-for-hire service
that provides improved attack vectors and an increased capacity. As such, we might be looking
at claimed multi-terabit-per-second volumetric attacks, Layer 4 attacks and high-scale RPS Web
DDoS attacks. The new service differentiates itself by a high level of exclusivity for joining,
compared to SKYNET/GODZILLA or other publicly available booter and stresser services. It is
unclear at the time of writing if InfraShutdown is a partnership, cooperation or operation by
Anonymous Sudan.
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EFFECTIVE DDOS PROTECTION ESSENTIALS

Hybrid DDoS Protection — Use on-premise and cloud DDoS protection for real-time
DDoS attack prevention that also addresses high-volume attacks and protects from
pipe saturation

Behavioral-Based Detection — Quickly and accurately identify and block anomalies while
allowing legitimate traffic through

Real-Time Signature Creation — Promptly protect against unknown threats and zero-day
attacks

A Cybersecurity Emergency Response Plan — Turn to a dedicated emergency team of
experts who have experience with Internet of Things security and handling IoT outbreaks

Intelligence on Active Threat Actors — High fidelity, correlated and analyzed data for
preemptive protection against currently active known attackers

For further network and application protection measures, Radware urges companies to
inspect and patch their network to defend against risks and threats.

EFFECTIVE WEB APPLICATION SECURITY ESSENTIALS
Full OWASP Top-10 coverage against defacements, injections, etc.
Low false positive rate using negative and positive security models for maximum accuracy
Auto-policy generation capabilities for the widest coverage with the lowest operational effort

Bot protection and device fingerprinting capabilities to overcome dynamic IP attacks and
achieve improved bot detection and blocking

Securing APIs by filtering paths, understanding XML and JSON schemas for enforcement,
and using activity tracking mechanisms to trace bots and guard internal resources

Flexible deployment options including on-premises, out-of-path, virtual or cloud-based

LEARN MORE AT RADWARE’'S SECURITY RESEARCH CENTER

To know more about today’s attack vector landscape, understand the business impact of
cyberattacks, or learn more about emerging attack types and tools, visit Radware’s Security
Research Center. Additionally, visit Radware’s Quarterly DDoS & Application Threat
Analysis Center for quarter-over-quarter analysis of DDoS and application attack activity
based on data from Radware’s cloud security services and threat intelligence.
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THIS REPORT CONTAINS ONLY PUBLICLY AVAILABLE INFORMATION, WHICH IS PROVIDED FOR GENERAL
INFORMATION PURPOSES ONLY. ALL INFORMATION IS PROVIDED “AS 1S” WITHOUT ANY REPRESENATION
OR WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY
IMPLIED WARRANTIES THAT THIS REPORT IS ERROR-FREE OR ANY IMPLIED WARRANTIES REGARDING
THE ACCURACY, VALIDITY, ADEQUACY, RELIABILITY, AVAILBILITY, COMPLETENESS, FITNESS FOR ANY
PARTICULAR PURPOSE OR NON-INFRINGEMENT. USE OF THIS REPORT, IN WHOLE OR IN PART, IS AT
USER’S SOLE RISK. RADWARE AND/OR ANYONE ON ITS BEHALF SPECIFICALLY DISCLAIMS ANY LIABILITY
IN RELATION TO THIS REPORT, INCLUDING WITHOUT LIMITATION, FOR ANY DIRECT, SPECIAL, INDIREC,
INCIDENTAL, CONSEQUENTIAL, OR EXAMPLARY DAMAGES, LOSSES AND EXPENSES ARISING FROM OR IN
ANY WAY REALTED TO THIS REPORT, HOWEVER CAUSED, AND WHETHER BASED ON CONTRACT, TORT
(INCLUDING NEGLIGENCE) OR OTHER THEORY OF LIABILITY, EVEN IF IT WAS ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES, LOSSES OR EXPENSES.

©2024 Radware Ltd. All rights reserved. The Radware products and solutions mentioned in this document are protected
by trademarks, patents and pending patent applications of Radware in the U.S. and other countries.
For more details please see: https://www.radware.com/LegalNotice/. All other trademarks and names are property
of their respective owners.

o O


https://www.radware.com/LegalNotice/

